UBND TINH QUANG NGAI CONG HOA XA HQI CHU NGHIA VIET NAM
SO GIAO DUC VA PAO TAO Doc 1ap - Tw do - Hanh phic
S6: 198 /SGDPT-QLCLGDCNTT Quang Ngai, ngay 04 thang 11 nam 2025
V/v st ¢d nhiém ma doc va gidi
phap phong, chéng

Kinh gti: Cac don vi thudc va truc thuéc S¢ Gido duc va Pao tao

Theo noi dung thong bao cua Cong an tinh Quang Ngai tai Cong van sO
3427/CAT-ANM ngay 03/11/2025 vé vige thong bdo sy co nhiém ma doc va
giai phap phong, chong;

Hién nay, trén mang Internet dang phat tan cac tép co chira méa doc co
muc do nguy hiém rat nghiém trong, gom: “DU THAO NGHI QUYET DAI
HOLrar”; “BAO CAO TAI CHINH2.exe”; “THANH TOAN BAO HIEM
DOANH NGHIEP.exe”; “CONG VAN HOA TOC CUA CHINH PHU.exe”;
“HO TRQ KE KHAI THUE.exe”; “CONG VAN DANH GIA HOAT BONG
DANG.exe”; “MAU GIAY UY QUYEN.exe”; “BIEN BAN BAO CAO QUY
III.exe”. Tin tac loi dung su ki¢n Pai hoi Bang dé phat tan ma doc co thé nham
chiém quyén diéu khién, danh cép, pha hoai thong tin, tai liéu ndi bo cua t6
chtic, ca nhan; loi dung lam “ban dap” tin cong mang cac hé thong thong tin
quan trong cua co quan Pang, Nha nudc hodc thuc hién cac hanh vi xdm pham
an ninh quéc gia, trat tu, an toan xa hoi,

Giam dbc S Gigo duc va Pao tao yéu cau cac don vi thudc va truc thudc
S¢ thuce hién cac ndi dung sau:

1. T6 chire, chi dao cac bod phan, can bg, cong chirc, vién chirc va nguoi
lao dong ra soat timg thiét bi (may tinh c4 nhan, may tinh diung chung) tai don
vi; néu ¢6 luu trit, kich hoat cc tép tin ma doc néu trén, thuc hién ¢ lap thiét bi,
théng ké giri thong tin vé S& Gido duc va Pao tao (qua Phong Quan 1y chat
lugng gido duc va Cong nghé thong tin), Cong an tinh (qua Phong An ninh
mang va phong, chong t6i pham str dung cong nghé cao) dé dugc hudng dan, hd
trg xur ly; yéu cau can bg, cong chuc, vién chuc va nguoi lao dong khong luu
trir, chia sé, dang tai cac t¢p tin ma ddc nay trén moi trudng mang.

2. T6 chire, chi dao cac bd phan, can bd, cong chirc, vién chirc va nguoi
lao dong ra soat viéc cai dit phan mém phong chong ma doc BKAV Endpoint
Client, EDP Viettel da duogc cap; don vi, can bd, cong chirc, vién chirc va ngudi
lao dong da duoc cap phan mém phong chéng ma doc ma khong cai dat dé xay
ra mét an toan thong tin thi phai chiu trach nhiém trudc phap luat theo quy dinh.

3. Sur dung cac giai phap bao dam an toan thong tin mang da trién khai
quét toan by 6 dia thi€t bi nham loai bé cac ma doc da cai dat; bat tinh nang
tuong Itra trén thiét bi (Windows Defender Firewall) va ti€p tuc theo doi thiét
bi.



4. Cac don vi da dugc bo tri thiét bi tudng lira nhanh chéng thyc hién
chan dia chi IP 27[.]124[.]9[.]13 may chu di€éu khién tir xa cia ma ddc.

Qua trinh thuc hién, néu c6 khoé khan, vuong mic, dé nghi lién h¢ Phong
An ninh mang va phong, chdng t0i pham st dung cong nghé cao (dong chi
Thuong uy Hoang Gia Bao, sé dién thoai: 0916.401.448, email: hgbaopa05-
ca@quangngai.gov.vn).

Yéu cau Tha truéng cac don vi khan truong trién khai, thuc hién./.

Noinhgn: P T “T. GIAM DOC
- Nhur trén; N /T\’ iv‘!*?f\ |
- Lanh dao S¢; I{}/;,r g SO x
- Céc phong thudc So; if : G |HL, n U< >)’
- Luu: VT, QLCLGDCNTT, \x\VA g ]
«Q‘;:\'\V u A:\‘j-; ‘f‘?,/

//

Poan Thanh Nhan



		2025-11-04T11:06:26+0700
	Đoàn Thành Nhân


		2025-11-04T11:15:31+0700


		2025-11-04T11:15:31+0700


		2025-11-04T11:15:31+0700




